
What price security? 

EMBATTLED EMBASSIES 
by John B .  Wolf 

In June, 1976, U.S. Ambassador Francis Meloy and his 
economic counselor were assassinated in Beirut by Pal- 
estinian sympathizers. In August, 1980, as U.S. Ambas- 
sador John Gunther Dean was driving to his residence in 
a suburb of Lebanon’s capital, his bullet-proof car was 
riddled with machine-gun fk-this attempt on his life later 
claimed by the “Front for the Liberation of Lebanon From 
Foreigners,” a right-wing and pro-Christian group that ac- 
cused the U.S. of aiding the Palestinians. Between 1978 
and 1982 factions tied to Palestinian guerrillas fired rockets 
at the U.S. embassy on four separate occasions. In April, 
1983, the bombing of the embassy took a toll of sixty- 
three lives; the first group to claim “credit” was a little- 
known pro-Iranian faction. 

Beirut is just one-if presently the prime-example of 
a foreign capital where U.S. Government property and 
personnel are prey to surprise attack by terrorists carrying 
out their armed propaganda. (Such incidents increased 60 
per cent between 1980 and 1982.) Today, the safeguarding 
of some six thousand foreign service officers and 224 
American diplomatic posts-missions to intemational bod- 
ies and consultations, liaison offices and embassies in 103 
countries-involves security considerations of overwhelm- 
ing proportions. 

Prior to the seizure of the U.S. embassy in Iran in 
November, 1979, the United States was spending about 
$16 million a year on programs to safeguard its overseas 
diplomatic properties, valued at about $3 billion. Not long 
after that date the Department of State requested that Con- 
gress appropriate $192 million to improve security at about 
twenty-five “high-risk” posts. The Department informed 
Congress of its further plan to upgrade 125 posts at the 
rate of twenty-five a year for five years. Approximately 
half of all the U.S. diplomatic stations were to be improved 
as a consequence of this “security enhancement” program. 

By the summer of 1982, according to the General Ac- 
counting Office, improvements had been completed at four 
posts. Attributing delays to “inadequate planning, coor- 

dination and property management,” the GAO-the 
congressional office responsible for assessing the perfor- 
mance of Federal agencies-inferred that it might take ten 
years to complete the hardening of the embassy network. 
It estimated that the Department of State’s later projection 
of “enhancing security” at seventy of the more vulnerable 
posts in the first five years of the project-that is, by 
September 30,1984-was unrealistic. In November, 1982, 
the GAO released a report estimating the total cost for 
such modifications in overseas facilities at $300 million- 
a 55 per cent increase in the amount requested after the 
takeover of the facility in Teheran. 

THE FORWARD GUARD 
The l in t  tine of defense at a U.S. overseas facility is a 
security detachment of United States Marines trained at 
the Security Guard Battalion in Quantico, Virginia. Owing 
to their sizs-from a high of thirty-two in Paris to as few 
as six in many smaller posts--the security detachments 
usually can do no more than fight a delaying action and 
wait for help from local police. The mission of the Marines, 
scattered in 1 18 detachments “in every place and clime,” 
is to protect U.S. citizens and others inside U.S. facilities 
and to safeguard secret materials and government property. 
Full and effective pratection of a diplomatic facility is onIy 
possible, however, when the Marine guards are assisted 
in the role by the host govemment. In fact, the State 
Department has suggested on at least one occasion-this 
according to Barbara Crossette in the New York Times in 
January, 1982-that the U.S. be prepared to consider re- 
ducing or ending its diplomatic presence if a host govem- 
ment were to prove unable or unwilling to guarantee 
SeCurity. 

The safeguarding of an embassy beyond its grounds is 
also the responsibility of the host government. Marine 
guards may not, for example, return fire outside the em- 
bassy compound, even in response to snipers, except on 
explicit orders from Department of State officials. Where 
the use of deadly force may be required, Marines are 
advised to obey the orders of the ambassador or chief of 
mission, to whom each detachment is responsible. 

Embassy guards, equipped with a .38 caliber revolver, 
are instructed never to draw the unless intending 
to fire- But each Marine has *e right to fire his sidearm 
if his life or someone else’s in the embassy is threatened. 
Guards are also trained to use a twelve-gauge pump shot- 
gun. The order to fire this weapon, however, may be issued 
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only by an embassy officer representing the Department 
of State. 

Trained to conduct delaying actions to give the embassy 
time to “button up,” to evacuate some personnel and move 
others to safe havens, and to give the host govemment 
time to react, Sergeant James M. Lopez held off the Iranian 
demonstrators in Teheran for nearly three hours. The lone 
Marine on duty, he herded the embassy staff to the build- 
ing’s more secure second floor. He was also able to destroy 
the visa stamps and hurl tear gas grenades at the invaders. 

Replacements for the Marine detachments are trained at 
Quantico’s $23 million full-scale replica of an American 
embassy. The building contains all of the State Depart- 
ment’s security equipment found at overseas diplomatic 
posts: closed-circuit television systems (CCTV), automatic 
door locks, an electric quick-closing entry gate. Dedicated 
in November, 1970, the embassy replica was named Mar- 
shall Hall in memory of a corporal who was killed de- 
fending the U.S. embassy in Saigon in January, 1968. The 
library at Security Guard Battalion headquarters is dedi- 
cated to another corporal, killed in an attack on the embassy 
in Islamabad, Pakistan, in November, 1979. 

Approximately a hundred Marines are enrolled in each 
training session conducted at Quanticwhosen, among 
other qualifications, for their proclivity for learning and 
applying interpersonal and intercultural communication 
skills. They are taught to recognize bomb threats, take 
evasive action while driving, use not sticks and tear gas, 
and handle a shotgun and a revolver. 

Another security improvement intended to reduce the 
hazards of high-risk posts is the “safe haven”-a “hard- 
ened” room in an embassy building where diplomatic per- 
sonnel await rescue by the host govemment. Fireproof, 
stocked with provisions, equipped with sanitary facilities, 
and tied to Washington via a communications link, these 
rooms can provide protection for diplomatic personnel be- 
sieged in the come  of routine business activity. In No- 
vember, 1979, 117 members of the U.S. embassy staff in 
Islamabad held out for seven hours in a communication 
vault. Pakistani troops eventually quelled the turmoil cre- 
ated by an “anti-imperialist” mob. With a special fund of 
$35.8 million appropriated by Congress, the Department 
of State is further hardening high-risk facilities by ex- 
panding the use of bulletproof glass, installing automatic 
tear gas-laced foam systems in reception areas, improving 
lobby security, and elevating and shoring up perimeter 
walls. 

As a consequence of another lesson learned in Pakistan, 
US. diplomatic personnel are advised not to establish a 
residence near the embassy compound. One man was killed 
in Islamabad when the mob, aware of his whereabouts, 
trapped him in his home close by the American facility. 

American intelligence agencies have improved the qual- 
ity of their reporting and are providing the Department of 
State with in-depth assessments of the threats to diplomatic 
facilities posed by an assortment of terrorist groups. It is 
extremely difficult, however, to forecast the moment when 
a single agitator or cadre will set off a reaction that trans- 
forms a seemingly docile assemblage into an instrument 
of violence. In May, 1959, for example, there was little 
to indicate that those protesting the acquittal of a U.S. 
Army sergeant who had killed a Chinese “peeping Tom” 
in Taiwan would go on to invade the American embassy, 

smashing furniture and trampling the flag. It is often the 
case too that there are insufficient personnel to monitor all 
the groups that have a terrorist bent. 

COMPROMISING DETAILS 
The need to protect classified information from hostile 
elements is  another imperative of embassy security. Shortly 
after the takeover of the Teheran embassy, Iranian militants 
said they had found documents confirming their belief that 
the hostages were spies. As the embassy was being pen- 
etrated, three embassy employees set about destroying sen- 
sitive documents in the vault; but the immense number of 
papers involved prevented them from finishing the job. It 
was the remaining documents that gave the militants tips 
for their interrogations of the Americans and insight into 
how the embassy operated. 

Embassy officials did, however, manage to destroy the 
most sensitive communications equipment. No codebwere 
compromised; encoding is done by computer, and these 
machines change their combination every hundred-thou- 
sandth of a second. By 1985 access to all secret papers 
will be computerized, and posts in high-risk areas will 
store classified materials in a data bank in Washington at 
the end of each working day. The main relay station for 
U.S. diplomatic communications, located in BOM, West 
Germany, is to be upgraded to handle the traffic. Increased 
use of automatic coding devices and satellites will not only 
prevent infomation from falling into unfriendly hands but 
will enable an embassy to retrieve it more rapidly. 

Conversion of existing embassy record-keeping systems 
to electronic data banks will permit equipment operators 
to request a document from a central file, display it instahtly 
on a cathode ray tube (CRT), modify its format, and send 
a copy to Washington via satellite. Elecmnic office sys- 
tems geared to the latest telecommunications technology 
permit the instant erasure of all records once an embassy 
is threatened and the resurrection of data by enciphered 
satellite transmission after the crisis is over. There is wis- 
dom in the suggestion that officials of the host govenunent 
be apprised of these newly instituted systems in order that 
they may inform their population that sensitive information 
in the form of hard copy is unavailable to any group that 
seizes a U.S. embassy. 

Highly sophisticated hierarchical computer systems, 
comparable to the one being tested for use in West Ger- 
many’s videotex system, would also enhance embassy op- 
erations and safeguard the information that is its plasma. 
This system has the ability to go beyond its own data banks, 
linking users with computers that contain information for 
which they have only infrequent need. Utilization of a 
standard computer languag-omparable to “Ada,” the 
language chosen by the Department of Defense to replace 
the hundreds of languages now in use by the military- 
could facilitate each of these processes, save a good deal 
of money in training and programming cos& and aid in 
the regionalization of the American embassy network, 
thereby reducing the number of posts in high-risk areas. 

Additionally, each diplomatic post could be upgraded 
to use other systems that enhance its security: voice mes- 
sage systems, electronic mail, teleconferencing via satel- 
lite, computer-controlled heating, ventilating, and air 
conditioning, lighting arrangements, and security systems. 
Buildings with these advanced features have been dubbed 
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“intelligent buildings.” 
The utilization of computers to detect potential terrorists 

is another recent recommendation. In December, 1981, 
the names of two hundred West Germans arrested at an 
illegal demonstration at a U.S. facility in Stuttgart were 
fed &to a police computer. When these names were matched 
against the names of Germans employed at .the facility, 
the police were tipped off to a woman working as an 
electrician who bad often visited the Baader-Meinhof ter- 
rorists while they were incarcerated in Stuttgart’s Stamm- 
kim prison. 

Electronics, however, are not without their own diffi- 
culties. Computers, word processors, and related data- 
processing equipment emit radio waves, from which a 
spectrum analyzer or other device designed for electronic 
spying can glean enough textual information to aid in the 
breaking of codes. While individual computer rooms can 
be shielded with sheets of copper, and minicomputers can 
be protected by covering their external parts with metal 
and their screens with a fine mesh, regional electronic data- 
processing systems are difficult to protect. According to 
a report in the New York Times last April, the Department 
of Defense believes problems linked to “Tempest”-“an 
unclassified short name refemng to investigations and stud- 
ies of compromising emanations”-are, in fact, multiply- 
ing. 

FUELING THE FIRES 
Since the 1950s the Foreign Service has required that all 
persons serving abroad in embassies who are not full mem- 
bers of the Service-including CIA agents-be designated 
Foreign Service Reserve officers. This designation, par- 
ticularly when married to an ambiguous job title, has as- 
sisted those who study the State Department’s biographical 
register to identify CIA officers. The problem has not been 
overcome by the president’s signing into law in June, 1982, 
a bill that makes it a crime to disclose the names of covert 
agents, even if the information is obtained from public 
records. Identification of such agents puts at risk not only 
intelligence officers but foreign nationals associated with 

them and entire networks of lower-level operatives. 
As to embassy premises and genuine staff, these will 

continue to be endangered so long as intelligence officers 
are allowed to work under the transparent fabric of embassy 
“cover.” Although the American documents seized by the 
militants in Teheran did not in fact contain the names of 
people employed by the intelligence services of the United 
States, the demonstration’s leaders were able to convince 
the mob that an embassy takeover, by unearthing such 
details, would enhance its revolutionary objectives. 

The hazards of intermingling diplomatic assignments 
and intelligence tasks were evident in the aftermath of the 
April, 1983, bombing of the U.S. embassy in Beirut, which 
took the lives of at least seven CIA employees. “We will 
do anything we can to prevent publication of stories about 
the intelligence connection of victims,” a CIA official in- 
formed the press. Clifford P. Hackett, a former Foreign 
Service information officer, offered a preemptive solution 
in an interview with the Times the previous April: “Truly 
covert presence requires location outside the embassy.” 

It has ken  suggested by, among others, former Sec- 
retary of State Henry Kissinger and former Ambassador 
to Rumania Harry Barnes that today, with instant com- 
munications and the greater frequency of meetings between 
heads of state, effective relations between states do not 
require the physical presence of an embassy and staff. 
These same factors have also reduced the day-to-day pol- 
icy-making role of the ambassador. Yet embassies still 
serve a variety of purposes. As one senior State Department 
official put it: “Large embassies provide us with influence 
and information. Drawing down numbers of people can 
also be dangerous when our government desperately needs 
to know what is going on.” 

According to the information provided by antiterrorist 
specialists, we may expect s:epped-up attacks on American 
diplomats and diplomatic facilities in the future. Even as 
the United States takes steps to safeguard its embassies, 
installing more sophisticated surveillance and communi- 
cations and tightening perimeter security, terrorism has 
made a career in the Foreign Service riskier than ever. 
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